


West Bridgford Dramatic Society
Data protection policy
Why we have this policy
The purpose of this policy is to set out how we comply with our obligations as a Data Controller when Processing Personal Data relating to the Society.
We need to Process Personal Data about people who are joining the Society, members of the Society and (in some cases) former members of the Society.  We may also need to Process Personal Data about certain other people, including the spouses, civil partners, partners or dependants of members.
  
Why data protection is important
Protecting the confidentiality and integrity of Personal Data is a key responsibility.  
The correct and lawful treatment of Personal Data supports our relationship with members.  It also helps to ensure that the Personal Data we hold is accurate and up to date.  
In addition, as Data Controller we are responsible for complying with data protection law and must be able to demonstrate compliance with it.  
If we do not protect the confidentiality and integrity of Personal Data or otherwise fail to comply with (or demonstrate compliance with) data protection laws, this could result in any or all of the following: 
· regulatory intervention and possible fines; 
· claims for compensation from Data Subjects or bodies acting on their behalf;
· adverse publicity and reputational damage for the Society 
· loss of trust from members and an increase in member complaints. 

This policy applies to the members of the committee, past and present, and any member delegated to handle personal data.  
Key terms used in this policy
In this policy:
Data Controller means anyone who, alone or jointly with others, decides the purposes and means of the Processing of Personal Data.  We are a Data Controller.  There can be more than one Data Controller in respect of the same Personal Data; some of our service providers may also be Data Controllers.
Data Processor means anyone who Processes Personal Data on behalf of a Data Controller.  Some of our service providers are Data Processors.  
Data Subject means an identified or identifiable natural person.  In the context of the Society, this will usually be a person who is joining the Society, a person who is a member of the Society, a person who used to be a member of the Society
Personal Data means any information (in any format, including in electronic or hard copy) relating to a Data Subject who is directly or indirectly identifiable from that information.  Personal Data may or may not name the Data Subject.  However, if, taken together with other information that the Society has, a Data Subject is identifiable, that information will be deemed to be Personal Data.   It can be factual (for example, a name, address or date of birth), or a decision or opinion about a person, their actions and behaviour.
Processing means any activity that involves use of Personal Data.  It includes collecting, recording, holding, transferring, organising, amending, retrieving, viewing information on a screen, storing it on a back-up server or printing or carrying out any other operation on the data. Even the act of destroying or erasing data will be Processing.  Process, Processes and Processed shall be construed accordingly.
 Special Categories of Personal Data means Personal Data relating to racial or ethnic origin, political opinions, religious or philosophical beliefs, trade union membership, genetic data, biometric data for the purposes of uniquely identifying an individual, data concerning health, sex life or sexual orientation.  Special Categories of Personal Data are subject to additional protection, as set out in this policy.
Society means the West Bridgford Dramatic Society
Data protection law
When we Process Personal Data, we will comply with data protection law.  
Data protection law is based on a set of core principles.  The principles are that Personal Data must be:
· processed lawfully, fairly and in a transparent manner;
· collected for specified, explicit and legitimate purposes and only Processed in ways that are consistent with those purposes;
· adequate, relevant and limited to what is necessary for the purposes for which the Personal Data is being Processed;
· accurate and, where necessary, kept up to date;
· kept in a form which does not allow individuals to be identified for any longer than is necessary for the purposes for which the Personal Data is being Processed;
· processed in a way that ensures the security, integrity and confidentiality of the Personal Data by using appropriate technical and organisational measures to protect against unauthorised or unlawful Processing and against accidental loss, destruction or damage; and
· not transferred to another country without appropriate safeguards being put in place.
We will comply with these principles and the requirements that support them.   
Lawful Processing
We will Process Personal Data lawfully.  By this we mean that we will only Process Personal Data on grounds that are permitted by data protection law.  
For Personal Data other than Special Categories of Personal Data, the grounds permitted by data protection law include the grounds that the Processing is necessary for us to comply with our legal obligations as a Society, or is necessary for the purposes of legitimate interests pursued by us or by a third party.
For Special Categories of Personal Data, the grounds permitted by data protection law include that the Data Subject has given their explicit consent to Processing for one or more specified purposes, or that the Processing is necessary for reasons of 'substantial public interest' within the meaning of a specific exemption that applies to pension schemes).	Comment by Osborne Clarke LLP: This is subject to any change being made to the Data Protection Bill before it becomes law, and to Osborne Clarke's final advice on grounds for processing special categories of Personal Data.
Fairness and transparency
We will Process Personal Data in a fair and transparent manner.  To achieve this, we will provide Data Subjects with a detailed privacy notice that meets the requirements of data protection law. 
If we (or one of our Data Processors) collect Personal Data directly from a Data Subject, we (or the Data Processor on our behalf) will provide them with the detailed privacy notice.  The notice will be provided before or at the same time as we ask for the Personal Data.  If the Data Subject has already received a detailed privacy notice, we will remind them of it and where they can find it.
If we (or one of our Data Processors) receive Personal Data about Data Subjects from another source, then we need to make sure that this is addressed in our privacy notice.  
Processing for specified, explicit and legitimate purposes
We will only collect Personal Data for specified, explicit and legitimate purposes and we will not Process it in any way that is incompatible with those purposes.
The purposes for which we currently Process Personal Data are set out in the "How do we use your personal data" section of our separate privacy notice.  
If we think we will need to Process Personal Data in a new way or for a new purpose, then we will take legal advice.  
Data that is adequate, relevant and non-excessive
We will only collect Personal Data that is adequate, relevant and limited to what is necessary for the purposes for which the data is being Processed.
The types of Personal Data that we currently Process are listed in the "Personal data we Process" and "What personal data do we collect about you and how?" sections of our separate privacy notice. 
We will seek legal advice if we are going to need to Process any other types of Personal Data.
Data that is accurate and up to date
We will make sure that the Personal Data we hold is accurate and, where necessary, kept up to date.  We will also take steps to correct or delete data without delay when we find it is inaccurate.
Data retention
We will not keep Personal Data in an identifiable form for longer than is necessary for the purposes for which the data is Processed. We will also take all reasonable steps to securely destroy or erase any Personal Data which is no longer required.
The section of our privacy notice titled "how long do we retain your personal data" sets out how long the Society expects to retain Personal Data.   
Data security and accountability
We will take appropriate technical and organisational measures against the unauthorised or unlawful Processing, and against the accidental loss, destruction or damage of Personal Data by us as individual committee members when we personally collect, access and otherwise Process Personal Data.
We will keep these measures under review to make sure they are appropriate given available technology, the costs of implementation and the nature, scope, context and purposes of Processing as well as the potential severity and likelihood of risk to a Data Subjects' rights and freedoms if certain measures are not in place or are inadequate.  
We will also:
· ensure that we receive suitable training or undertake learning on our duties under data protection law; and
· ensure that our internal controls procedures and risk register reflect data protection and cyber security risk.
Personal data breach
If we identify, or are informed that there has been a personal data breach, we will consider the circumstances that led to the breach and seek legal advice immediately.  
Data subject's rights
Data Subjects are afforded various rights in relation to their Personal Data; specifically, Data Subjects can:
· withdraw consent to Processing (where we are relying upon consent);
· object to our Processing of their Personal Data in a certain way;
· ask for access to and information about the Personal Data that we hold (more widely known as a Data Subject access request);
· ask us to correct (rectify) inaccurate date and complete incomplete Personal Data;
· ask us to erase Personal Data (more widely known as the 'right to be forgotten');
· restrict Processing; and
· ask for their Personal data to be transferred to a third party in a structured, commonly used and machine readable format.
Those rights are not absolute; some only apply in certain circumstances and even where they do apply, there may be exceptions to them.
Point of contact
Any questions or complaints about our collection, use or other Processing of personal data should be made in writing by email or post using the contact details set out below.   
WBDS, 72 Julian Road, West Bridgford, NG2 5AN
Or by email: info@wbds.org.uk 
We have not appointed a data protection officer because, at the moment, our core activities do not include Processing personal data in a way that includes or requires:
· the regular and systematic monitoring of individuals on a large scale; or
· the Processing, on a large scale, of special categories of personal data and personal data relating to criminal convictions and offences.
If this changes, we will consider the need to appoint a data protection officer.
How often will this policy be reviewed?
We will review this policy annually, or in the event of any key changes to data protection law.
[bookmark: _GoBack]This policy was last reviewed and updated on 12th May 2018.
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